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Router with intelligent firewall, up to 99 Mbps data throughput (wire speed performance), stateful
inspection firewall for maximum security and extremely easy configuration, VPN according to IPsec
standard, hardware encryption with up to 35 Mbps

Product description

Small
The mGuard smart from Innominate features maximum possible security and performance in a minimum amount of space. It has never
been easier to protect critical company computers, machines or any other IP connection reliably and securely from attacks.

Strong

The mGuard smart security appliance combines the extremely powerful mGuard hardware platform with proven mGuard firmware.
Based on a robust embedded Linux system from Innominate, this combination integrates four perfectly coordinated security
components: a bidirectional stateful firewall, a flexible NAT router, a high-security VPN gateway, and industrial protection against
malware as an option.

Smart
With its rugged housing and uncomplicated power supply via any USB port, the mGuard smart is the ideal solution for the mobile
protection of critical company resources. Changes to the location and infrastructure can be implemented quickly and inexpensively.

Focus on security

The mGuard smart is particularly suitable for the mobile and stationary protection of workstations and environments close to the
production process with low requirements for industrial hardening. It can be used as a secure firewall between office and production
networks, as a remote maintenance client or as a security router for small workgroups.

Secure remote maintenance

For software-independent remote maintenance scenarios, the mGuard smart can be used as a mobile VPN client and as a temporary
VPN connection for secure remote machine maintenance via IPsec-encrypted VPN tunnels. It is particularly ideal for medium-scale
machine and system engineering when used as an inexpensive teleservice infrastructure for connecting machines, controllers or mobile
technicians.

Product Features
=

Key commercial data

Packing unit 0

Minimum order quantity 1

Catalog page Page 115 (AX-2011)

NI R
47046356

Custom tariff number 85176200

Country of origin GERMANY
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Technical data

Interfaces

Interface 1 Ethernet
No. of ports 2 (RJ45)
Connection method RJ45

Transmission physics

Ethernet in RJ45 twisted pair

Transmission speed

10/100 MBit/s

Transmission length

100 m (per segment)

Signal LEDs

Supply voltage, data transmission, error, link, activity

Function

Basic functions

Firewall/router for office use or mobile service technicians

Management

Web-based management, SNMP

Supported browsers

HTTPS support required

Processor

Freescale processor with 300 MHz clocking

Status and diagnostic indicators

LEDs: In combination for boot process, heartbeat, system error,
Ethernet status, recovery mode

Network expansion parameters

| Maximum conductor length ((twisted pair) | 100 m |
Supply voltage
| Supply voltage | 5V DC (from USB interface) |

General data

Width 77 mm

Height 27 mm

Depth 115 mm

Type AX Stand-alone
Weight 160 g

Degree of protection IP30

Ambient temperature (operation) 0°C..40°C
Ambient temperature (storage/transport) -20°C..70°C

Permissible humidity (operation)

20 % ... 90 % (no condensation)

Security functions

Dynamic Host Configuration Protocol (DHCP) support

Server or Relay Agent

Network Time Protocol (NTP) client

Client

Link Layer Discovery Protocol (LLDP)

As per protocol 802.2

Remote Syslog Logging

On externals server

Virtual private network (VPN) throughput

max. 40 Mbps (Router mode, VPN bidirectional throughput)

Virtual private network (VPN) throughput

max. 26 Mbps (Stealth mode, VPN bidirectional throughput)

Number of VPN tunnels

10 (Up to 250 with license possible)

Encryption methods

DES, 3DES, AES-128, -192, -256

Internet Protocol Security (IPsec) mode

ESP-Tunnel / ESP-Transport

Authentication

X.509v3 certificates with RSA or PSK
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Technical data

Security functions

Data integrity

MD5, SHA-1

1:1 Network Address Translation (NAT) in the VPN

Supported

Firewall data throughput

max. 124 Mbps (Router mode, default firewall rules, bidirectional
throughput:)

Firewall data throughput

max. 58 Mbps (Stealth mode, default firewall rules, bidirectional
throughput)

Firewall rules

Configurable stateful inspection firewall

Filtering

MAC and IP addresses, ports, protocols

Protection against

IP spoofing, DoS and Syn Flood Protection

Routing

NAT, 1:1-NAT, Port Forwarding

Classifications

ETIM
ETIM 3.0 EC001423
ETIM 4.0 EC001478
ETIM 5.0 EC001478
UNSPSC
UNSPSC 11 20142601
UNSPSC 12.01 20142601
UNSPSC 13.2 20142601
UNSPSC 6.01 20142601
UNSPSC 7.0901 20142601
eCl@ss
eCl@ss 4.0 27240409
eCl@ss 4.1 27240409
eCl@ss 5.0 27242215
eCl@ss 5.1 19030101
eCl@ss 6.0 19170103
eCl@ss 7.0 19170103
Accessories
Accessories
Cable/conductor

Patch cable - FL CAT5 PATCH 0,3 - 2832250

Patch cable, CAT5, assembled, 0.3 m

£ ~ 9
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Accessories
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Patch cable - FL CAT5 PATCH 0,5 - 2832263

Patch cable, CAT5, assembled, 0.5 m
4
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Patch cable - FL CAT5 PATCH 1,0 - 2832276

Patch cable, CAT5, assembled, 1.0 m
4
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Patch cable - FL CAT5 PATCH 1,5 - 2832221

Patch cable, CAT5, assembled, 1.5 m

)

Al

Y N _{

Patch cable - FL CAT5 PATCH 2,0 - 2832289

Patch cable, CAT5, assembled, 2.0 m
f - "\"
4
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Patch cable - FL CAT5 PATCH 3,0 - 2832292

Patch cable, CAT5, assembled, 3.0 m
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Accessories

Patch cable - FL CAT5 PATCH 5,0 - 2832580

Patch cable, CAT5, assembled, 5.0 m

[ﬂggusmx

Patch cable - FL CAT5 PATCH 7,5 - 2832616

Patch cable, CAT5, assembled, 7.5 m
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Patch cable - FL CAT5 PATCH 10,0 - 2832629

Patch cable, CAT5, assembled, 10.0 m
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Patch cable - FL CAT6 PATCH 12,5 - 2891369

Patch cable, CAT6, pre-assembled, 12.5 m
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Fgl /
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Patch cable - FL CAT6 PATCH 15,0 - 2891372

Patch cable, CAT6, pre-assembled, 15.0 m
y ,.-’F-_——gi'\"\

&

Patch cable - FL CAT6 PATCH 20,0 - 2891576

Patch cable, CAT6, pre-assembled, 20.0 m
y .
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g

&

26.02.2013 Page5/7


https://www.phoenixcontact.com/us/produkte/2700639
https://www.phoenixcontact.com/us/produkte/2700639
https://www.phoenixcontact.com/us/produkte/2832580
https://www.phoenixcontact.com/us/produkte/2832616
https://www.phoenixcontact.com/us/produkte/2832629
https://www.phoenixcontact.com/us/produkte/2891369
https://www.phoenixcontact.com/us/produkte/2891372
https://www.phoenixcontact.com/us/produkte/2891576

https://www.phoenixcontact.com/us/produkte/2700639 EPH(ENIX
CONTACT

Router - FL MGUARD SMART2 VPN - 2700639

Accessories

Plug/Adapter
RJ45 plug connector - FL PLUG RJ45 GR/2 - 2744856

RJ45 connector, shielded, with bend protection sleeve, 2 pieces, gray for straight cables, for assembly on
site. For connections that are not crossed, it is recommended that you use the connector set with gray bend

protection sleeve.

RJ45 plug connector - FL PLUG RJ45 GN/2 - 2744571

&

Tools

RJ45 connector, shielded, with bend protection sleeve, 2 pieces, green for crossed cables, for assembly on
site. For connections that are crossed, it is recommended that the connector set with green bend protection
sleeves is used.

Assembly tool - FL CRIMPTOOL - 2744869

Crimping pliers, for assembling the RJ45 connectors FL PLUG RJ45..., for assembly on site

\

Dust protection - FL RJ45 PROTECT CAP - 2832991

Dust protection caps for RJ45 female connector

Patch panels - FL PF 2TX CAT5E - 2891165

a

Patch field with two RJ45 CAT5e network connections

B
i*h.
-
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Accessories

Patch panels - FL PF 8TX CAT5E - 2891178

Patch field with eight RJ45 CAT5e network connections

FO converters - FL MC EF 1300 MM SC - 2902853

FO converter with SC duplex fiber optic connection (1300 nm), for converting 10/100Base-T(X) to multi-
mode fiberglass (50/125 ym). Auto negotiation and auto MDI(X) function. Comprehensive link diagnostics.
DIN-rail mountable, 18 ... 30 V DC supply.

© Phoenix Contact 2012 - all rights reserved
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OCEAN CHIPS

OxreaH INeKTPOHMUKM
MocTaBKa 3ﬂeKTp0HHbIX KOMMOHEHTOB

Komnanusa «OkeaH DNEKTPOHMKM> MpEeAaraeT 3aK/Il04EHUE JONTOCPOYHbIX OTHOLLIEHMM NpU
MOCTaBKaX MMMOPTHbIX 3/1EKTPOHHbIX KOMMOHEHTOB HA B3aMMOBbIrOZHbIX YC10BMAX!

Hawwu npeumyliectsa:

- NlocTaBKa OpMrMHaIbHbIX UMMNOPTHbBIX 3/IEKTPOHHbIX KOMMOHEHTOB HanNpAMYy C NPOM3BOACTB AMEPUKM,
EBponbl M A3uK, a TaK e C KpYNHEMLIMX CKIaJ0B MMPa;

- LUnMpoKas sMHeMKa NOCTaBOK aKTUBHBIX M MACCMBHBIX MMMOPTHbBIX 3/1EKTPOHHbIX KOMMOHEHTOB (6onee
30 MJIH. HAMMEHOBAHUMN);

- MocTaBKa C/IOXKHbIX, AeDUUMUTHBIX, IM60 CHATLIX C NPOM3BOACTBA NO3ULMIA;

- OnepaTMBHbIE CPOKM NOCTABKM NOA 3aKa3 (0T 5 paboumx AHEN);

- JKCnpecc JoCTaBKa B 06YH0 TOYKY Poccuu;

- Momouwb KoHcTpyKTOpCKOro OTAena 1 KOHCynbTauumu KBaMPULUUPOBAHHBIX MHXEHEPOB;

- TexHM4ecKaa nogaepkka NpoeKTa, NomMollb B NoA6ope aHanoros, NocTaBka NPOTOTUNOB;

- [locTaBKa 3/1EKTPOHHbIX KOMMOHEHTOB NoJ, KOHTposiem BIT;

- CUcTeMa MeHeaXXMeHTa KayecTBa cepTudmumpoBaHa no MexayHapogHomy ctaHgapTy 1SO 9001;

- Mp1 HEO06XOAMMOCTH BCA NPOAYKLUMA BOEHHOIO M adPOKOCMMYECKOrO Ha3HaYeHMA NPOXoAUT

MCMbITaHMA M CEPTUMhMKALMIO B TaGOPATOPMM (MO COrIACOBAHMIO C 3aKa34YMKOM);
- MocTaBKa cneumanusmMpoBaHHbIX KOMMOHEHTOB BOEHHOMO M a3POKOCMMYECKOr0 YPOBHSA KayecTBa

(Xilinx, Altera, Analog Devices, Intersil, Interpoint, Microsemi, Actel, Aeroflex, Peregrine, VPT, Syfer,
Eurofarad, Texas Instruments, MS Kennedy, Miteq, Cobham, E2V, MA-COM, Hittite, Mini-Circuits,
General Dynamics u gp.);

KomnaHua «OkeaH JNEeKTPOHMKKU» ABNAETCA oduuMabHbIM AUCTPUOLIOTOPOM M SKCKJIHO3MBHbBIM
npesctasuteneM B Poccum ofHOrO M3  KpPYMHEMWMX MPOM3BOAMUTENIEM Pa3beEMOB BOEHHOMO W
A3pPOKOCMMYECKOro Ha3sHavyeHuMs <«JONHON», a Tak Xe oduuMaibHbiIM AUCTPUOBIOTOPOM MU
JKCK/II03MBHbIM nNpeacTaBuTenieM B Poccvn npousBoauTENA BbICOKOTEXHOIOMMYHBIX M HaAEXHbIX
peweHun ans nepeaaym CBY curHano «FORSTAR>.

«JONHON> (ocHosaH B 1970 T.)

PasbeMbl crneumanbHOro, BOEHHOMo M A3POKOCMHNYECKOIo
Ha3Ha4YeHHA:

JONHON (MpuMeHsOTCA B BOEHHOM, aBMALMOHHOM, a3POKOCMMYECKOM,

MOPCKOM, KeNe3HOAOPOXKHOM, TOpHO- M HedTeao6biBatoLLeN
0Tpac/AX NPOMbILLIEHHOCTH)

«FORSTAR> (ocHoBaH B 1998 r.)

BY coegmHmnTENN, KOAKCHaNbHbIE Kabenn

’ ) ®
KabenbHble COOPKM M MMKPOBONIHOBbIE KOMMOHEHTbI: FORS 'AR
L

(MpuMeHsaTCA B TEJIEKOMMYHMKAUMAX  FPaXXAaHCKOro M
cneuManbHOrO HasHayeHus, B cpeacTBax cBA3sM, PJIC, a TaK xe
BOEHHOM,  aBMALUMOHHOM M AdPOKOCMMYECKOM  OTpacisx
NPOMBILLNIEHHOCTH).

TenedoH: 8 (812) 309-75-97 (MHOroKaHasbHbIN)

dakc: 8 (812) 320-03-32

DNIeKTpPOHHas noyTa: ocean@oceanchips.ru

Web: http://oceanchips.ru/

Appec: 198099, r. CaHkT-leTepbypr, yn. KananHuHa, 4. 2, Kopn. 4, amT. A




